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TOM TAT

Bai béo trinh bay phuong phép két hop giifa ma hoa Affine va One-Time Pad (OTP) nhdm nang
cao tinh bdo mét cho vén ban tiéng Viét c6 ddu. Do dac thii bang chi céi tiéng Viét bao gdm cac ky
twr ddc biét, viéc &p dung céc ky thuat ma hda truyén théng can duoc diéu chinh dé tuong thich. M6
hinh dé xuét giup tdng tinh ngéu nhién va dé khé trong viéc gidi ma ma khéng cé khéa twong img,
dbng thoi vdn dam bdo tinh kha thi trong trién khai thuc té. Trén thuc té, ma hoa Affne 1a ma dé so
dung, tuy nhién viéc chon cac khoa sao cho théa man diéu kién yéu cdu cda thuat toan 1a mét diéu
r4t kho, trong khi OTP 1a ma chi dung khoa mét 1an. Bai bédo nay ching té6i dé xuét phuong phap két
hop gitka ma Affine va ma OTP dé ma hoa va gidi ma dwa trén ngdn ngi? 1ap trinh Python dé bdo mat

cho vén ban tiéng Viét cé dau.

Terkhoa: Affne, OTP, python, mic do bdo méat, ma hda, gidi ma van ban tiéng Viét.

1. PAT VAN BE

Hién nay, nhu cau bao vé dir lieu va théng
tin cd nhan duwgc trao ddi trong moi trwdng
internet tr& nén vé cung quan trong. Dac biét,
véi cac van ban tiéng Viét cé dau, viec ma hoa
gap phai nhitng thach thirc nhat dinh do bd ky
tw phirc tap hon so véi tiéng Anh thong thudng.
Do d6, viéc phat trién va ap dung cac thuat toan
ma héa phu hop 1a can thiét.

Viéc chuyén théng tin gbc (ban rd) thanh
thdng tin mat (& dang khong doc dwoc) dwoc
goi la qua trinh ma hoa (encryption). Nguworc lai,
viéc bién dbi thong tin mat vé dang théng tin ban
dau (gbc) goi la qua trinh gidi ma (decryption).

Mat ma khoéa ddi xing (Symmetric Key
Cryptography) la mét ky thuat ma hoa trong do
cung mét khéa duoc st dung ca dé& ma hoéa va
gidi ma div liéu. Diéu nay nghia 1a ca nguoi gl
va ngudi nhan phai biét va gitr bi mat cung mét
khéa dé dam bao an toan théng tin.

Xét hai ham: E(x) la ham bién déi ban rd
(gbc) thanh ban ma hoa va D(y) 1a ham bién déi
ban ma hoé tr& vé ban rd (gbc). Gia s x la van
ban cAn ma héa va y 1a dang van ban da dwoc
bién ddi qua viéc ma hoa. Khi d6 ta ky hiéu:

Maéa héa: y = Ek(x) va giai ma: x = Dk(y)

Trong cac hé mat ma dbi xirng thuweng cé 5
thanh phan (P,E,K,C,D) sau [1]:

P (Plaintext) la tap hiru han cac ban rd va
dwoc goi la khong gian ban rd.

E (Encrytion) la tap hop cac qui tAc ma hoa
c6 thé.

K (Key) la khoa hay con goi la khdong gian
khoa. Déi véi mdi phan tir k ciia K dwoc goi la
mot khoa (Key). Sé lwong khoa phai lon dé
khong du théi gian tham ma;

C (Ciphertext) la cac ban ma va dwogc goi la
khong gian cac ban da dwgc ma hoa.

D (Decrytion) Thuat toan gidi ma, thuat toan
nay la sw két hop gitra théng tin d& ma hoa
(ciphertext) cung véi khda (key) mat ma dé dwa
ra thong tin gbc (plaintext) ban dau

Khoa mat ma Khoa mat ma
(Key) (Key)

7

Théngtin d4 dwgc ma

hoa (ciphertext)
@

Théngtin goc
(Plaintext)

Théngtin géc
(Plaintext)

Thuat toan ma hoa Thuét toan giai mé
(Encryption (Decryption
algorithm) algorithm)

Hinh 1. C4u trac mét hé théng mat ma quy wéc

Vi vay, viéc sir dung mot khoa duy nhét cho
ma héa va gidi ma 1a khong an toan. D& dam
bdo an toan tét hon, ngudi ta thuong két hop
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v&i cac hé mat ma khac nhau.
2. MA HOA AFFINE VA MA OTP
2.1. M& ho4a Affne

Ma Affine vé& co ban gibng nhv ma Caesar
nhwng noé khac la can hai khéa thay vi mét khoa
nhw ma Caesar [3][4]. Ma& affine la mét loai ma
thay thé, khi ma hoa méi chir cai trong bang chi
cai duwoc anh xa thanh sb nguyén twong (ng,
sau khi str dung mét ham toan hoc thi ching
duwoc chuyén thanh mét chiv cai khac. Nghia 1a
mdi chi cai dwoc ma hoa thanh modt chiy cai
khac va nguoc lai, ma héa vé co ban la mot ma
thay thé tiéu chuan véi mét quy téc chi phéi chiv
cai nao di vai chir cai nao.

O day, cac chiy cai clia bang chiy cai co kich
thwéc m dau tién dwoc anh xa t&i cac sb
nguyén trong pham vi [0 ... m — 1]. Sau d9, no
st dung s6 hoc mddun dé bién ddi sb nguyén
ma méi chir cai van ban thuan tdy twong (ng
thanh mot sd nguyén khac twong ng véi mot
chir cai van ban ma hoa [2][3]. Ham ma héa cho
mot chir cai duy nhat 1a [E(x) = (ax + b) mod m].
Trong d6 médun m la kich thwéc cla bang chir
céi, a va b la cac khdéa clia ma hoéa. Gia tri a
phai dwoc chon sao cho a va m |a s nguyén té
cung nhau, b la do I&n cda s dich chuyén.

Ham giai ma la [D(x) = a(x - b) mod m].
Trong d6 al la nghich dao nhan moddun cua a
modulo m. Ttrc la né théa man phwong trinh 1 =
a*al mod m.

T chwong trinh trén ta thdy, nghich dao
nhan cla a chi tén tai néu a va m 1a sb nguyén
t6 cung nhau. Do d6, néu khéng c6 han ché trén
a, gidi ma cé thé khong kha thi. D& chirng minh
rang ham gidi ma |14 nghich dao cta ham ma
héa, ta st dung hé sau [2][4]:

D(E(x)) = a (E(x) - b) mod m

= a}(((ax + b) mod m) - b) mod m
=al(ax+b-b)modm
=alaxmodm
=x mod m

2.2. Ma OTP (One Time Pad)

Trong thoi dai k§ thuat sd ngay nay, bao mat
thdng tin la mot yéu té then chét trong cac hé
thdng truyén théong. M6t trong nhitng phwong

phap ma héa don gian nhwng vé cung hiéu qua
va an toan la ma héa One-Time Pad (OTP) —
dwoc phat minh b&i Gilbert Vernam nam 1917.
OTP dwoc chirng minh 1a khéng thé pha vé néu
dwoc st dung dung cach, do do, day la mot chd
dé quan trong trong linh virc mat ma hoc

Ma héa One-Time Pad (OTP) la mét trong
nhitng phwong phap ma héa manh nhéat dwoc
biét dén, ddm bao tinh bdo mat tuyét dbi khi
dwoc str dung dung cach [5]. Ma OTP dwa trén
nguyén ly st dung mét khéa bi mat cé do dai
bang v&i théng diép gbc, va mdi ky tw trong
théng diép s& dwoc ma hoa bang cach két hop
vOi Ky ty twong ng trong khoa.

Ma OTP gbém ba qui trinh:

1. Tao khoa (Key Generation)

Tao ra mét chudi khda ngau nhién c6 do dai
it nhat bang thong diép gbc. Mdi ky tw trong
khéa dwoc chon ngiu nhién va khéng phu thudc
vao bat ky thong tin ndo. Khéa phai duoc dung
duy nhat mét [an (One-Time).

2. Ma hoa (Encryption)

Chia ban rd P thanh cac khéi c6 kich thudc
ham bam SHA-256 bit. Néu khong chan thi phai
chén thém cho da mét khéi. Chuyén thdng diép
gbc (plaintext) thanh thong diép ma hdéa
(ciphertext). M&i ky tw trong van ban duwgc ma
héa bang cach két hop voi ky tw twong (ng
trong khoéa. Phép toan thuwdng dung la XOR
(néu 1am viéc v&i chudi byte) hodc cdng modulo
(néu dung bang chi¥ cai). Sau do ghép tat ca
cac khdi ban ma dé thu dwoc ban ma.

3. Giai ma (Decryption)

Khéi phuc lai van ban gbc tir van ban ma
héa va khéa. Dung khoéa gibng hét véi lic ma
héa dé dao ngwoc phép toan

bay la phwong phdp ma héa duy nhat da
dugc chirng minh la khdng the pha vo vé mat ly
thuyét, voi dieu kién khoa phai hoan toan ngau
nhién, co6 do dai bang hoac Ion hon thong diép,
va chi st dung mét lan [6][7]. Nhw vay, do dai
cua khdéa OTP phai bang dung d6 dai cta ban ro
va phai la mét chudi key dwoc sinh ngau nhién,
tiee 1a moi byte cua khoa c6 thé nhan bat ky gia
tri nao trong khoang tr 0 dén 255 voi xac suat
nhw nhau va doc lap v&i gia tri cia tat ca cac
byte khoa khac. [8]
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‘ Khoa ’

I

lC[] = (P[i] + K[i) mod 256J

Van ban
goc

( Van ban Van ban
ma héa ma héa
’ P[] = (Cli] - KIi) mod 256 ]

[ s | |
Hinh 2. So’ d6 mé ta 3 bwéc caa OTP

Qua trinh ma héa: Ci = Pi @ Ki, (v&i i =
1,2,3,...). Trong d6 Pi la ky ty th i chia ban rd,
Ki 12 byte th i ctia khoa dwoc st dung d& ma
héa ban rd nay va Ci la ky ty thi i cGa ban ma
két qua, dau @ la ky hiéu cta phép cong loai trir
(XOR), phép toan nay dwgc dung trong ma hoa
OTP hoac khi dung cho ma nhi phan hoac ma
ASCII.

Qua trinh giai ma: Pi = Ci @Ki.

Ta thay, vi khéa One Time Pad la hoan toan
ngau nhién va khong thé dw doan dwoc, nén cé
thé rut ra hai két luan:

- Th& nhét, xac suat xuét hién cla bat ky bit
nao trong khéa One Time Pad déu bang v&i xac
suat xuét hién cta béat ky bit ndo khac trong
khoa do.

- Thi¥ hai, viéc biét tat ca cac gia tri truéc dé
ctia khoa trong mét chudi khéng cho ching ta
bt ky thong tin nao vé bit khoa tiép theo.

Nhw vay, d& ma OTP an toan tuyét ddi, can
tuan tha nghiém ngat 4 diéu kién sau:

1. Khoa hoan toan ngau nhién (khdéng tao
bang cong thirc xac dinh).

2. Khéa dai bang ho&c dai hon ban rb.

3. Khéa chi dwoc str dung mét lan duy nhat
(One-Time).

4. Khéa phai dwoc gitr bi mat tuyét dbi gitra
nguwoi glri va nguwdi nhan.

3. MO HINH KET HOP AFFINE VA OTP
3.1. Quy trinh ma ho4

1. Chuan hoa van ban dau vao: Loai bé ky tw

khéng ndm trong bang ma, chuyén sang mé sb.

2. Ma hoé Affine: Ap dung cong thirc Affine
véi tham sb (a, b) va mod m.

3. Sinh OTP: Tao khoa ngau nhién K c6 do
dai bang van ban da ma hoa.

4. XOR hodc cong modulo OTP: Két hop
két qua Affine véi khoa OTP theo cong thirc cha
OTP.

5. Chuyén ngwoc thanh ky tw ma hoa
cudi cung.

3.2. Quy trinh giai ma

1. Trir OTP: Trwr tirng phan t&r khéa OTP tir
van ban ma héa (modulo).

2. Giai ma Affine: Ap dung cdng thic giai
ma cla Affine dé thu lai ma s6 ban dau.

3. Chuyén ma s6 sang ky tw
3.3. banh gia dé an toan

Ma Affine L4 mot ma thay thé don tuyén
tinh, day 14 mot ma Cé dién, khéng du an toan
v&i div liéu hién dai, rat dé bi pha bang phan tich
tan suat. Khong gian khoa nhd, véi tiéng Anh (m
= 26), chi khoang ~312 khoa hgp 1é. cho nén
Affine Cipher khéng an toan trong méi trwong
hién dai. Con ma OTP (One-Time Pad) méi ky
ty trong ban ré6 dwgc ma hoa béng mot ky tw
khoa ngau nhién, chi dung 1 1an, vé& co ban, ma
OPT an toan tuyét di néu dung dung.

Tuy nhién, yéu cau khoa khé st dung, khoa
phai dai bang ban ré. Viéc bi tAn cong tir bén
ngoai 1a khong thé néu khéng cé khoda. Viéc
dung OTP lam khoé cho Affine c6 thé lam tang
tinh bdo mat cho van ban. Nhwng néu dung
OTP dé ma hoa tiép két qua Affine (dang 2 1&p),
thi lGc nay mirc bdo mat phu thuéc hoan toan
vao OTP. [9].

4. KET QUA THU'C NGHIEM

Chuwong trinh thtr nghiém dwgc chay trén
may tinh ¢6 céu hinh: CPU Intel Core i3 7100
2.9GHz, RAM DDR4 8GB, HDD 7200 rpm va st
dung hé diéu hanh Windows 10. C4c tép c6 kich
thuwoc, sd ky tw khac nhau dwoc chon ngau
nghién. Viéc ma hoa duoc tién hanh 2 Ian cho
moi tép v&i mdi tép cd dung lweng khac nhau
sau do tinh thoi gian trung binh.

4.1. Thuc nghiém ban rd tiéng Viét cé dung
lvgng 616 Byte dwoc import tir file. txt v&i bd
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khéa nhé a = 7; b = 9; khoa OTP sinh ngau
nhién.

= Nhip file vén bin

W Ty déng tao OTP

= Ms ml

Két qué mé hos

% Gidi mbl

@ Luu k&t qué ‘

Hinh 3. Ma hoa vé&i bé khoa nho
4.2. Thywc nghiém ban rd tiéng Viét co dung
lwong 4,32 KB dwoc import tir file. txt v&i bd
khoéa trung binh a = 2357; b = 2432; khoa OTP
sinh ngau nhién.

> Nhip file vén bin

héa abi
Time Pad
P aé xudc
n cla bdn tin nhin duoc. Vi viy, ngod

Khéa a: 2357 Khéa b: 2434

¥ Ty déng tao OTP

5 Ma hos |

Két qué mé hos:

Thoi gian ma hos: 0.0998 gidy
& Gidi md ‘

@ Luu k&t qué |

Hinh 4. Ma hoa v&i bo khoa trung binh

4.3. Thyc nghiém ban r6 tiéng Viét co6 dung
lvgng 10,8 KB dugc import tir file. txt véi bd
khoa Ioén a = 7907; b = 7919; khoa OTP sinh
ngau nhién.

& Nhp file vén bin \

Khéa a: 7907 Khéa b: 7919
W Tydéng tac OTP

@ Giimi
Hinh 5. Ma hoa vé’i‘ bo khoa I&n
5. KET LUAN

Trong bai bao nay, tac gid da nghién ctru
mat ma ddi xing, cu thé 13 Affine va OTP, dé
xay dwng duoc chwong trinh cho phép ma hoa
di¥ lieu trwdc khi chuyén dén ngwoi nhan qua
mang internet vé&i khd nang ma hoa dir liéu ddm
bao theo nguyén tdc bdo mat clia mat ma déi
xtrng. Tac gid cling da xay dwng coéng cu dé
thwc nghiém cho cac phuwong an (rng dung hé
mat ma dbi xrng nay.

Két qua so sanh thdi gian ma hoa véi van
ban .txt dwoc import tlr ngoai vao véi b6 khoa a,
b, OTP khéc nhau cho théy khi két hop hai ma
dbéi xtrng nay thdi gian ma hoa gitra cac bd di
liéu, bd khoa chénh Iéch nhau khéng dang ké.

Viéc két hop ma hdéa Affine va One-Time
Pad la mét hwéng di kha thi trong viéc nang cao
bao mat cho van ban tiéng Viét. Mac du van con
mot s thach thire trong thuwe hién va trién khai,
nhwng mé hinh nay mé ra nhiéu tiém nang trong
nghién cru va (rng dung thyc té, can duwoc
danh gia can than dwa trén cac yéu ciu cu thé
vé bdo mat va tinh kha thi trong trién khai.

TAI LIEU THAM KHAO

[1] Ramandeep Sharma, Richa Sharma, Harmanjit Singh, AUG, 2012, Classical Encryption
Techniques, International Journal of Computers & Technology, Volume 3. No. 1

[2] https:/Ivi.wikipedia.org/wiki/M%E1%BA%ADt_ m%C3%A3_Affine

[3] Alhassanl, M. J; Hassan2, A; Sani3, S;4Alhassan, Y, Volume 7 ~ Issue 10 (2021) pp: 08-12, A

Combined Technique of an Affine Cipher and Transposition Cipher.

ISSN (Print): 2394-0735

ISSN(Online) : 2394-0743

[4] Mokhtary, M. (2012). Analysis and Design of Affine and Hill Cipher. Journal of Mathematic

Research, 4,67-77.

JOURNAL OF SCIENCE AND TECHNOLOGY QUI, VOL.03, Ne 01, 2025




TAP CHi KHOA HOC VA CONG NGHE QUI, TAP 03, SO 01, 2025 CONG NGHE THONG TIN

[5]. N.J.Croft and M.S.Olivier (2005). “Using an approximated One-Time Pad to Secure
ShortMessaging service(SMS)”. SATNAC 2005 Proceedings.

[6]. Raman Kumar,Roma Jindal, Abhinav Gupta , SagarBhalla, HarshitArora (2011). "A Secure
Authentication System-Using Enhanced One Time Pad Technique”. IJCSNS International Journal
of Computer Science and Network Security, VOL.11 No.2,February 2011.

[7] SharadPatil , Ajay Kumar (2010). "Effective Secure Encryption Scheme(One Time Pad) using
Complement Approach”. International Journal of Computer Science & Communication,
Vol.1,No.1,January-June 2010, pp.229-233.

[8]. SharadPatil, ManojDevare, Ajay Kumar (2007). "Modified One Time Pad Data Security Scheme:
Random Key Generation Approach”. International Journal of Computer Science and Security
(IJCSS), Volume (3): Issue(2).

[9] Abdurrahman Ridho, et al 2019, Analysis of Possibility of the Combination of Affine Cipher
Algorithm with One Time Pad Cipher Using the Three-Pass Protocol Method in Text Security. J.
Phys.: Conf. Ser. 1255 012028

Thong tin cua tac gia:

ThS. bang Dinh DBirc

Khoa CNTT, Trwdng Dai hoc Céng nghiép Quang Ninh

Dién thoai: +(84).973.482.666 - Email: dangdinhduc@qui.edu.vn

SECURING VIETNAMESE TEXT USING AFFINE CIPHER COMBINED WITH
OTP ENCRYPTION

Information about authors:

Dang Dinh Duc, Master, IT Department, Quang Ninh University of Industry, email:
dangdinhduc@qui.edu.vn

ABSTRACT

This paper presents a method that combines Affine encryption and the One-Time Pad (OTP) to
enhance the security of Vietnamese text with diacritical marks. Due to the specific characteristics of
the Viethamese alphabet, which includes special characters, the application of traditional encryption
technigues requires adjustments to ensure compatibility. The proposed model increases randomness
and the difficulty of decryption without the corresponding key, while still maintaining practical
feasibility for implementation. In practice, Affine encryption is relatively easy to use; however,
selecting keys that satisfy the algorithm's requirements can be quite challenging, whereas OTP uses
a key only once. In this paper, we propose a hybrid method that integrates Affine and OTP encryption
for encoding and decoding Vietnamese text with diacritical marks, implemented using the Python
programming language.

Keywords: Affine, OTP, Python, security level, encryption, decryption of Viethamese text
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